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Abstract—This paper compares three random password gen- easy to attack as word based passwords. They do not provide
eration schemes, describing and analyzing each. It also refts  the security guarantee of randomly generated passwords.
the results of a small study testing the quality of the passwds The second benefit of random passwordsdsfidentiality

generated by the schemes. Qualities discussed include set . L7
memorability, and user affinity. Improvements to the schems People often use the same password for multiple application

and experiment are suggested. and websites [6]. When an attacker compromises one weak
website, he can learn passwords for other websites and appli
. INTRODUCTION cations. When a person uses the same password on multiple

accounts, she is setting up a fragile security dependeneyevh
Passwords are employed by nearly every multi-user co@-single breach leads to a total loss of security. Random
puter application today. They are the most common user &ssigned passwords increase security by forcing the person
thentication method. Some systems allow each user to cho@$ise a unique password for the application. Of course, this
her own password while others create a random password d@eurity benefit is limited in situations where the persory ma
each user. In this paper, we focus on systems that empl@yopt this application’s random password for use on various
random passwords and compare three schemes for generajip@r accounts.
such random passwords. The security benefits of random passwords are available
Random passwords are commonly used in e-commekgih user-chosen passwords, if each user follows a suitable
systems. Systems automatically generate passwords fos uglicy. The user can select a good password, which comes
when they create website accounts or forget their passworfiem a large password set. Additionally, she can use a unique
Random passwords are also used in high security systepgssword for each application and website account. But it is
such as military computers [1]. Generally, random pass#ordnrealistic to expect perfect compliance from users. Fanyma
are used for one-time authentication and for applicatidmsre \websites, the user does not benefit from the presence of an
the user is expected to memorize the password and not Weiscount and password [6] and is therefore not motivated to
it down. follow a policy. On the other hand, an application can force
Random passwords have several benefits over user-chosemotivated users into compliance by assigning a random
passwords. The main benefitsecurity A random password password [7].
generator creates passwords of specific entropy. This meanAside from the benefits, there are usability concerns of
that the password is chosen from a large set of potentiahdom passwords. Random passwords are more difficult to
passwords. In the average case, an attacker must seaeghember than user-chosen passwords. When given the oppor-
through half of the set to find a particular password. Usingnity, the user will choose a password that has meaningrto he
a password generator allows us to decide how much effort ). She will have mental connections to the password to help
attacker must expend to defeat the authentication system. @member it. An assigned password has no intrinsic meaning
the other hand, when a person selects a password, there iscnehe person receiving it. She will employ memorization
guarantee that the password comes from a large set. Peapiategies such as finding meaning in the random password
often choose simple passwords that contain only a word aandd building mental connections. Unmotivated users loathe
a number [2], [3]. Such passwords comprise a relatively smakpending such effort. The difficulty of remembering a ramdo
set and therefore are a smaller obstacle for attackers. password may drive the user to write down her password or
Some researchers have suggested instructing users te creiaply stop using the website. Thus it is important to employ
mnemonic phrase-based passwords [4]. This advice is basedh®e best random password generation scheme to provide users
the assumption that such passwords will not appear in pagsth passwords that are easy to remember.
word cracking dictionaries and are therefore less vuliderab The purpose of this study is presented below, in Section II.
to attack. But Kuo, Romanosky, and Cranor showed that oRelated work is outlined in Section Ill. Section IV descgbe
can build a dictionary for such passwords [5]. Thus, for the experimental procedure. We then describe and analyze
sophisticated attacker, phrase-based passwords are abouhe password generators, in Section V. The results of the



experiment are in Section VI. Software for future studiessers. We followed their advice by performing a usability
is introduced in Section VII. Conclusions drawn from thetudy of the schemes presented here.
experiment and suggestions for future work appear in Sectio

VIIIL. IV. THE EXPERIMENT
Our experiment consists of administering two question-
Il. PURPOSE naires. The first contains a randomly generated password

This study considers three random password geneffld tasks intended to help the participant to memorize it.
tion schemes, named LRHANUM, DICEWARE, and RRo- I1he second questionnaire, given two weeks later, asks the
NOUNCE3. The schemes were chosen because they are rggtt_icipant to recall the password. _The questionnaires are
resentative of different classes of schemes and are easy?fgilable for download from the project webpage [12]. The
analyze. The APHANUM scheme constructs sequences darticipants are undergraduate and graduate studentsgtaki
random characters. IDEWARE makes lists of words. ®o- @ class on network security. The participants are likely to
NOUNCE3 creates strings of syllables. have a high understanding of security concepts and good

The purpose of this study is to find out which paSSWOraassword practices. We must keep in mind that the partitspan
generator produces the best quality passwords. The faipwirePresent the upper echelon of the general user base when

metrics are used on the qualities of passwords generated f§rPreting the results of the study. The questionnasgrcts
this study: each participant to treat the password as she would any other

. . password. We also created a random password plugin [12] for
1) Security The amount of entropy in each password the popular Wordpress [13] software. Future studies wid us

2) Memorability How easily a normal user can remembetrhis software on a real webpage. This study, however, was
the password

3) Affinity. How much the user likes the password done using paper anq pen-cn. .
For the first questionnaire, we ran each generator imple-

There are other characteristics of passwords that are Bintation to obtain 20 random passwords. This yielded 60
considered. The first concerns the length of the passwoml. Thngom passwords altogether. We then interleaved the order
schemes presented here can be easily extended to gengjaife passwords. An BPHANUM password was first, then
passwords of longer lengths and greater entropy. Howevgrp ceware password, then a ONOUNCES, then another
we considered the burden on users to remember. long randgrl_rbHANUM, and so on. We printed a questionnaire for each
passwords and chose scheme parameters that yield passwgsds\ord. We handed out the questionnaires to participgnts
of reasonable length. row, so people sitting next to each other would not receiee th

Language is another characteristic of passwords. Thgme type of password. Also, we distributed equal numbers
schemes presented are designed for speakers of English,(};»Lﬁass\,\,ordS of each type.
may be modified to suit speakers of other languages. The first questionnaire contains instructions and a mockup
webpage interface for a fictional website called Joe Maxwell
Internet Auctions. The front side of this questionnaire is

A similar study was performed by Bunnel, et. al. [8]reproduced in the appendix as Fig.3. The participant is to
They compared user-generated passwords, randomly gemele-play as a user of the website. Every view of the website
ated passwords, guestion-answer pairs, and word assosaticontains the same logo and title.

Their participants correctly recalled 77% of user-gereztat The first “page” thanks the user for registering and dis-
passwords and 70% of randomly generated passwords. Th#tys her randomly generated password. Three subsequent
random password scheme was very simple. It concatenatetiogin screens” request the user to write her password in the
three-letter word, a numeral from 1 to 9, and a four-letterdvo password box and log in. If the user were to complete the
Although the security of the scheme is unsatisfactory,rthejuestionnaire in a few moments, it is unlikely that she will
study produced valuable experimental data. Their expetimeemember the password later. We assume that retention is
served as a model for our study, presented here. enhanced by lengthening the time for memorizing. Based on

The US Department of Defense published guidelines fthiis assumption, we added meaningless time-consuming task
password management [1]. They present a technique fmtween the login screens. The participants completedrte fi
analyzing the security of passwords. We employ that tecteigguestionnaire in about 5 minutes.
in this study. They also suggest schemes that are very similaThe second questionnaire was administered two weeks after
to the ALPHANUM and DCEWARE schemes that we presenthe first. All of these printed sheets were identical. The
here. guestionnaire instructs the participant to role-play iaggnto

Two password managers [9], [10] were proposed along withe website again. Three login screens are given, which are
claims about their usability. Chiasson, Oorschot, and Biddidentical to those presented in the first questionnairdruos
performed studies [11] testing the usability of the sofevations ask the participant to try to remember her password and
and found significant problems. Their study revealed séverrite it in the first login screen. Then, if she is uncertain of
usability problems in these two password managers. Furthitie password’s correctness, she is to write other passwords
they stress the need for performing usability studies wéhl r that may be correct in the second and third login screens.

Ill. RELATED WORK



dWwsgZ kraut gwen nagoya ahzuphoste knowing the meaning of a word has some kind of mental

allLCLQ voss terre snub zuenacha connection to it. By forming passwords with words, the
EDalL8p pl ai d hey benz vubagese person can take advantage of existing mental connections to
ulpbqgyY i sis uptake rca zuwel opu make memorization easier. This kind of password is called a
DbKr RZ bryce aspire clone agrofuxa ‘passphrase’ by the US Department of Defense [1]. Reinhold
EDOuPw doe sl i mdodo fustuwchoi  provides a list of7, 776 common words on his website [14].
t1GBQL | v spiky coat ezvedoxe He explains how to select passphrases using common sid-side
R70Bwn fusty | eper avon yechnopee dice, a technique he callsIGEWARE. We implemented the

Ys MBHt portia toe trunk ul ciyolu DIcEWARE scheme in Python, using Reinhold’s English word
YpD1f D | ares ave ghent epchi gaxu list. The source code and instructions for preparing thedwor
(a) ALPHANUM (b) DICEWARE (c) PRONOUNCE3 list file are available at [12].

This generator independently chooses three words from the

Fig. 1. Outputs of the random password generators word list. Thus

. . _ _ _ |Pp| = 77763 = 4.70 x 10'! = 2388
The questionnaire then asks a few multiple choice questions

as shown in Fig.4 in the appendix. Next, there are two open-This generator, ICEWARE, produces passwords witt8.8

ended questions with space to write in responses. Finh#lyet bits of entropy. It is a little bit stronger than L&RHANUM,

is a space for the participant to write her email addressédf stwhich has35.7 bits.

wishes to receive a summary of the study results. Fig.1(b) is the output of the program running on Python

2.3.4 on Linux. As we can see, some of the words are rather

obscure. Passwords may contain words that users do not know.
There are three random password generation schemes. g example, the authors were unaware of the meanings of

each scheme, we describe the technique used to genefig@ewords ‘portia’, ‘lares’, and ‘ghent.” Reinhold’s tedhne

passwords. This is followed by an analysis of the securityilizes six-sided dice and requireg 776 words. But our

of the passwords. Fig.1 contains ten passwords generated Wrogram may use a word list of any size. For future work,

each scheme. The source code of our implementations of thRE® common words may be removed from the word list.
generators is available from the project webpage. [12]

V. PASSWORDGENERATION SCHEMES

C. PRONOUNCE3 Generator
A. ALPHANUM Generator

. . Jhe PRONOUNCE3 scheme produces passwords that are
This is the simplest generator. It creates a random passwar . . S X :
ronounceable in English. The objective of this scheme is

that is 6 characters long and may contain upper-case letters .. L S -
: a _utilize the speech facilities of the user’s mind to assist

lower-case letters, and numbers. The size of the alphabet 1Is

26 + 26 + 10 = 62. The generator chooses from this alphabe

r(tamembering the password.
six times. The resulting password is the result of these SixGanesan and Davies describe a major flaw in pronounceable
choices. There aré2 possibilities for the first characteé2

password generators [15]. The generators choose syllables
for the second, and so on. So the number of possible passwobraged on th?'r frequency in Er_1_gI|sh writing, using complex
is: rules to achieve pronounceabll|ty. The result is that some

passwords are more likely to be chosen than others. Ganesan
62 x 62 x 62 x 62 x 62 x 62 = 62° = 5.68 x 10'° = 2357  and Davies show how this lack of uniform probability ruins
the security of the generators.

The RRONOUNCE3 scheme does not have the flaw described
WfGanesan and Davies. It takes a simple approach to password
construction resulting in uniform entropy for all passweid
the password space. We can easily analyze the security of the
: generator.

'Y The PRRonoUNCE3 generator composes passwords of con-

This is the size of the password set. Mathematically,Hgt
be the set of all possible passwords generated by this sche
The size of the set is called the cardinality Bf;, denoted
|P4|. BecausdP4| = 2257, we say that any passworg,,

chosen randomly fronP4, has35.7 bits of entropy. We can
use this measure of entropy to compare the strengths ofugar

generators. . . sonant and vowel elements. There are five vowels:
The purpose of this generator is to make passwords that are
very short, yet contain enough entropy. a, e, i, 0, u

We implemented the BPHANUM generator in Python. The
source code is available at [12]. Fig.1(a) is the output ef th
program running on Python 2.3.4 on Linux. b, ¢, ch, d, f, g, h, j, k, I, m
n, p, ph, r, s, st, v, w, X, y, z

There are twenty two consonants:

B. DICEWARE Generator
This generator produces random lists of words. It usd§ ensure consistency with English spelling, we restrictspa

the idea that memorization requires one to form mental cofford composition with two rules:

nections to the information being memorized. Every personl) No password may begin or end with two consonants.



. . TABLE Il
2) The password may not contain three consecutive CONSQoarricipANTS COMPLETING BOTH QUESTIONNAIRES AND RECALLING

nants or three consecutive vowels. THEIR PASSWORDS
Given a certain number of vowels and consonants, there are

. . . . ALPHANUM  DICEWARE PRONOUNCE3
various orderings that satisfy the two restrictions. Theesce

. . . . Total Participants 6 7 6
represents an ordering with a template string. A template is P
. Recalled Password 1 2 1
a string of @ and 8 symbols, wheren: represents a vowel
and 3, a consonant. The set of templates with v vowels an
c consonants is denotefi, .. The set of templates using 4 16
vowels and 4 consonants contains thirteen elements: |14 14

aafBaBfa, afapafBa, aBaBpafa,
affaaBfa, afpafaba, aBfappac,

Tys = Baapaffa, faafpafa, fafacfpa,
papafaba, Bapapfac, faffaafa,
BafBaBaa

Given sets of templates, vowels, and consonants, passwd
generation begins by randomly choosing one of the template
The scheme then iterates through the template. When an
is encountered, it randomly chooses a vowel and appends |
to the password. Each vowel is equally likely to be choser Responses
Similarly, for a3, it appends a random consonant.

Let us denote the set of all passwords generated by the o ]
scheme asPM whereuw is the number of vowels andis the Fig. 2. Levenshtein distance of recalled passwords to @edigasswords
number of consonants. Sin@g . is the set of valid templates

that containv vowels andc consonants, it should be plain thatrpis is hardly any better than using orffy 4. In fact, by using
|Pyo| = |Tyo| x 5° x 22° all of the sets, we gain onl§.76 bits of entropy. Clearly, to
achieve higher entropy, the scheme must allow some tengplate
For this study, we use theRRNOUNCE3 scheme to generatethat contain nine elements. That is an area for future study.
passwords containing vowels and4 consonants. We imple-  Another area to investigate is the addition of upper-case
mented this in Python. The program source code is availdblaéiters. By allowing the first letter to be either upper-case
[12]. Fig.1(c) is the output of the program running on Pytholgwer-case, we gain one bit of entropy. Various other chpita
2.3.4 on Linux. The generator chooses passwords from the jggtion schemes deserve investigation, too. Another psiomi
Py 4. modification is the addition of symbols such as the hyphen,

Pyl = 13 x 5% x 22 = 1.90 x 10° = 2308 period, asterisk, etc.

Levenshtein Distance

The generator's30.8 bits of entropy are less than LA VI. REsuLTS

PHANUM’s 35.7 bits and DCEWARE'S 38.8 bits. We consid- ~ The experiment used the passwords in Fig.1. Twenty nine
ered several ways to increase the entropy of this gene@er. People participated in the first part of the experiment, ixécg
way is to introduce more templates. This requires differeftPassword on the first questionnaire. Nineteen of thosel@eop
numbers of vowels and consonants. Table 1 lists the eighté@inpleted the second part of the experiment, properly dillin
non-empty password sets whose passwords have length ep}ﬁtthe second questionnaire. Table Il lists the distrdnutf
or less. Note that this length is the number of vowel anpsswords to the participants and their recollection rates
consonant elements. Some elements, such as ‘ch’, contaifl0 participant wrote an incorrect password in the first login
two characters. Passwords containing such elements agerlorP0x and subsequently wrote a correct password in the second
than eight characters. or third boxes. If the first response was incorrect, so weee th
From Table |, we can see thd,, is the largest set. As others. Some participants recalled their passwords bué wer
shown previously, using onlf, 4 yields passwords witB0.8 mistaken in one letter. Others omitted a letter.

passwords fronPy 4 | Ps 5. to transform their first response into the correct passwibrd.

represents how close the user’s response was to the correct
|Pya|+|Ps 5| = 1.90x 10°+6.44 x 10° = 2.54 x 10° = 2°**  yegponse. See Fig.2.
Password affinity was queried with the question, “How
h%o you like your password?” After converting the responses
to numerical values, we can compare the responses for the
various schemes. Here is the coding: ‘hate it' = 0, ‘don’elik
| Py o|+|Pya|+|Pool+. . 4| Pss|+| P = 3.16x10° = 2315 it = 1, 'ok’ = 2, 'like it' = 3, ‘love it' = 4. Table Il lists the

By addingP; 5, we gain a negligiblé.4 bits of entropy. The
guestion is whether we can do better if we include all of t
valid password sets. Consider the following equation:



TABLE |
ALL EIGHTEEN NON-EMPTY PASSWORD SETS AND THEIR PROPERTIES

v | ¢ |Py,c| |To,cl | To,e
10| 500x10° 1 Ti,0 = {a}
11| 1.10x 102 1 Ti,1 = {Ba}
2 | 0| 250x 10! 1 Ts,0 = {aa}
2 [ 1] 1.10x 103 2 o1 = {afa, Baa}
2 | 2| 242 x10* 2 Ty,2 = {aBBa, BaBa}
2 | 3| 2.66x10° 1 T>,3 = {BaBBa}
3|1 550x103 2 T3,1 = {aafa, afaa}
312 3.03x10° 5 T3,2 = {aaffa, afafa, affac, Baafa, BaBaa}
3| 3| 6.66x10° 5 T3,3 = {aBaBBa, afBafea, BaaBPa, BaBafa, BaBBac}
3| 4| 878x107 3 T3,4 = {aBBaBBa, BaBaBPa, BaBBaBa}
3|5 | 644 x108 1 Ts.5 = {BapBafBa}
4|1 1.38x10* 1 Ty,1 = {aafaal
4 | 2| 1.51 x 108 5 Ty,2 = {aafafa, aaBBaa, afaafa, afafac, BaaBoa}
als | 732 x107 1 Tys = aafBaffa, aafBafa, afaalBa, afafafa, afaBBaa, afBaafa, }

’ afBBafaa, BaaBaBa, faafBaa, BaPaaBa, BaBaBan
alal 190 x10° 13 Tua — { aafpfafpa, aBapafBa, afafBafa, apfaaffa, affababa, aBBafBac, BacBabBa, }

. w4 =

’ BaapBBafa, Bapaaffe, Bapafafa, BaBafBac, BapBacfa, BaBBaBaa

5| 2 | 4.54 x 108 3 T5,2 = {aafaafa, acfafaa, afaaBaa}
s _ { aafaaBBa, aaBafala, aafaBBaa, aaffaaBa, aaBPBafac, afaaBala, afaaBBac, }

51| 3| 4.33x10 13 Ts.3 =

’ afafaafa, afafafaa, affaafaa, BaaBaafa, BaaBafaa, BafaaBaa
6 | 2| 7.56 x 106 1 Ts,2 = {aafaaBaal

TABLE Il . . .
AVERAGES OF RESPONSES TO THE QUESTIGH ow DO You LIKE your ~ cOmments on the blog. The course blog facilitates discossio
PASSWORD?” of course material and assignments. The authors have cre-

ated a random password plugin for WordPress. The plugin
replaces the password selection functionality of Word®res
with random password generation and assignment. The plugin
is available for download at [12]. Future studies will usesth
plugin on the course webpages.

Mean

All Schemes 1.73
ALPHANUM 1.67
DICEWARE 1.71
PRONOUNCE3 1.83

VIIl. CONCLUSION & FUTURE WORK

results of this analysis. The numbers indicate that padicis ~ 1h€ results of the study show that there is room for im-
liked the passwords from theRBNOUNCE3 scheme a little Provementin random password generators. From the_securlty
bit more than the other schemes. Because of the small sanfjl@lysis, we leamned that the generators may be adjusted to
size, this difference is probably within the margin of error Yi€ld longer or shorter passwords. o

Responses to the open-ended questions at the end of thehe study also shows that people have difficulty remem-
second questionnaire were enlightening. Four participaat bering random passwords, even those in the upper echelon of
ported using rote memorization. One participant remarkied, the general user base. Random passwords may be very useful
tried to recollect it often (of course, not that frequently) when used with security tools [9], [10] that reduce the barde

Six participants reported using mnemonic techniques @ the user's memory. Such tools allow the user to securely
associate meaning with portions of their passwords. OfgPlace many infrequently used passwords with one that is
wrote, “It was very hard to remember, because there wdrgauently used and therefore less likely to be forgotten.
no meaningful words in them that could be remembered.”  The open-ended question responses direct us to ways we

Four participants indicated that repeated use would ha&@n improve the schemes. It might be helpful to generate
helped them to remember their passwords. One participdfemonic aids for APHANUM passwords. The REWARE
wrote, “I don’t remember anything well. Only repetition @ve Scheme may be improved by removing obscure words from

many days will | remember it." the word Ii§t_. The RONOUNCE3 scheme could_ gain entropy
by the addition of capital letters and punctuation.
VIl. WORDPRESSINTEGRATION Another suggestion is to train each user to remember her

WordPress [13] is a popular blogging platform. The seconmhssword. The software could teach mnemonic techniques and
author uses WordPress for his class web pages. Each stugavide exercises and quizzes.
in a course is given an account with permissions to postParticipants’ performance also points out some areas for



improvement. Four participants recalled their passworms p[15] R. Ganesan and C. Davies, “A new attack on random proceabie

fectly. Additionally, three participants made only one taie password generators,” iRroc. 17th NIST-NCSC National Computer
. . . Security Conferen¢el994.

in their passwords. The schemes may be improved to prevent

these minor faults in recollection. For example, one partic APPENDIX

ipant incorrectly remembered ‘yechnopee’ as ‘yecknopee’.
The person may have memorized the ‘ech’ sound as ‘eck’,

resulting in an error. Removing the ‘ch’ consonant element DOt emonabilty Study Questionnae #1

could prevent future users from making this mistake. Sirlyila Michael Leonhard

ALPHANUM may be improved by eliminating easily confused Qe o Pacsors et by variou algodon il 2ct 25 & User of 2 wobeite. The

pairs such as ‘n’ and ‘m’. Coveral e, After o woeke, an Octaber 20, wilneet 0 remember e paseword and
A future experiment will evaluate these schemes imple- Vour paripaton s aroaty appredaied. T oY ormelpassuerdcfyours.

mented in a Wordpress class blog. The participants will log Please write your name:

into the website regu'ar'y to download homework assignment Please pretend that you have registered on a wetzled Joe Maxwell Internet Auctions.

and study aids. Each person would use her assigned password
regularly. The website will record events such as successfu
logins, failed logins, password reminders, etc. This infation

will form the basis of a better comparison of the password Thank you for registering. Your passworddst CLQ
generation schemes.

f:j 5 Joe Maxwell
I\’ Internet Auctions

To help you memorize your password, please writetie login box below.
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